
 

                                                    
Category:  Information Technology 
Policy:   Social Network Usage   
Approved by: Initial Approval Date:  2015 

Revision Date:  9/2018 
Reviewed Date:   9/2018 

Applicable law and our professional ethic require that each Orthopaedic & Neurosurgery Specialists 
(ONS) employee maintain the highest degree of confidentiality when handling patient information 
affairs. In order to maintain this legal and professional confidence no employee shall disclose 
patient information to outsiders including other patients, third parties, or members of one's own 
family. 

To this end, ONS has established policies and procedures that comply with the requirements of the 
Health Insurance Portability and Accountability Act of 1996 ("HIPAA").  All employees are expected 
to be familiar with and to follow these policies without exception. Failure to comply with HIPAA rules 
may result in immediate termination. 

The purpose of this policy is to clarify that in accordance with HIPAA, employees' shall be prohibited 
from "friending" patients of the practice on Facebook, or other Social Networks, to the extent that 
the employee's only previous contact with such patient is a result of such receipt of healthcare from 
ONS. 

HIPAA prohibits the disclosure of protected health information (PHI) by a covered entity. ONS is a 
covered entity for purposes of HIPAA implication and, therefore, each employee constitutes a 
covered entity. PHI includes individually identifiable information that is recorded orally or in written 
form by a covered entity or received by a covered entity that relates to the past, present, or future 
physical or mental health of an individual, healthcare service, or payment for healthcare.  
 
Accordingly, PHI includes information that could personally identify an individual as a current or 
former patient of ONS, if an ONS employee makes such information known. 

It would not matter that the types of healthcare services are not specifically disclosed, the 
disclosure was inadvertent, or that the disclosure was made on the employee's personal time. ONS 
would technically be liable for violating HIPAA. 

As such, it is the policy of ONS for its employees to refrain from "friending" any individual who was 
formerly or who is currently a patient of ONS, to the extent that the employee had no previous 
personal relationship with the individual prior to the individual receiving care from ONS. This policy 
will be strictly enforced and any violation of such policy may result in disciplinary action, up to and 
including termination. 


