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II. Policies and Procedures 

 
 
 

ELECTRONIC COMMUNICATIONS POLICY 
 
 

ONS recognizes that the use of electronic communications has many benefits for 
employees. The Internet and e-mail make communication more efficient and effective.  
Employees are encouraged to use these tools appropriately in the course of their workday, 
e.g., doing research or accessing insurance or Medicare information.  However, 
unacceptable usage of these tools can place ONS and our systems at risk.   

In our interest to protect systems, a software product called WebSense Web Security is 
installed on our network.  This gives us additional protection from uninvited intruders 
that can damage our system and lock up our productivity.  This system will allow 
employees access to the websites they need to do their job.  Since these sites may change 
periodically, employees should communicate updates to their manager as needed. 

WebSense tracks and logs all websites and communications that go through our systems.  
Since all of the computers, software, voice mail, Internet access and e-mail systems are 
the property of ONS, ONS reserves the right to access these electronic communications 
systems to obtain the communications within them, with or without notice to the users, in 
the ordinary course of business when ONS deems it appropriate to do so.  We want you 
to be advised of this monitoring and understand that you have no right of privacy 
concerning any information electronically stored on ONS’ information systems.  Further, 
any inappropriate usage of ONS’ systems may result in disciplinary action up to and 
including termination of employment

Inappropriate usage of e-mail and/or the Internet includes but is not limited to: 

. 

1. Transmitting, retrieving or storing any communications of a defamatory, 
discriminatory or harassing nature or materials that are obscene or X-rated.  No 
messages with derogatory or inflammatory remarks about an individual’s race, 
color, age, disability, religion, citizenship, national origin, gender, physical 
attributes or sexual preference shall be transmitted.  Harassment of any kind is 
prohibited. 

2. Disparaging, abusive, profane, or offensive language or materials, including but 
not limited to any language or materials that would adversely or negatively reflect 
upon ONS or be contrary to ONS’ best interest are prohibited.  Further, any 
communications regarding any illegal activities are forbidden. 
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3. Copyrighted materials belonging to entities other than ONS may not be 
transmitted by employees on the company’s network.  Employees must respect all 
copyrights and may not copy, retrieve, modify or forward copyrighted materials 
except with permission or as a single copy to reference only. 

4. Do not use the system in a way that disrupts its use by others.  This includes 
sending or receiving many large files, “spamming” (sending e-mails to thousands 
of users) or I-Ming (instant messaging). 

5. Employees are forbidden from downloading anything other than company-
provided software on their computer. 

6. Internal and external e-mail messages are considered business records and may be 
subject to discovery in the event of litigation.  Be aware of this possibility when 
sending e-mail within and outside the company and compose your message 
accordingly. 

If you have any questions regarding appropriate use of e-mail, the Internet or any 
electronic communications, contact Information Technology or Human Resources. 

 
 
My signature below acknowledges I have read and understand this policy. 
 
 
 
________________________________________  _______________________ 
  Employee’s Signature             Date 


